XVIV(DEK Release Note

Product Name: <FD8377-(E)HTV>

Release Version: <0113b>

Date: <2019/04/15>

Product Type X] Camera [ ] NVR [ |Software

New Feature:

N/A

Changed Feature:

- Upgrade ONVIF version to 18.

- Upgrade Web API to 0311c.

- Upgrade Genetec package to 1.a0.3.2.

- Change the default access name for HTTP/RTSP stream format.
Bugs Fixed:

- Fixed CVE-2019-10256, an authentication bypass vulnerability.

- Fixed camera IP change to 127.0.0.1 issue after reboot when Stratocast is enabled.
- Fixed Genetec package crash issue when smart motion is enabled.

Release Version: 0109a

Date: 2018/12/04

New Feature:

N/A

Changed Feature:

- Upgraded Web API to 0311b.

- Upgraded smart SD card version to 1.0.1.4.

- Remove “Customsafe100” from Configuration > Network > DDNS > Provider list.

- Change from pop-up window to notification when uploading configuration file.

- Disable CSRF mechanism after reset to factory mode and will be enable after setting password
in factory mode.

Bugs Fixed:

- Fixed CVE-2018-18244, persistent XSS via HTTP Referer header.

- Fixed CVE-2018-18005, DOM-Based XSS vulnerability in camera event_script.js
- Fixed CVE-2018-18004, a notification will show on camera home page when hidden service
has been enabled.

- Fixed an issue in which firmware upgrading gets stuck if turn on Trend Micro.

- Fixed Trend Micro display incorrect status in package management page.

- Fixed Trend Micro loT Security incorrect status in Trend Micro setting page.

- Fixed Trend Micro current version become invisible after upgrade signature issue.
- Fixed failed to upload VADP package issue.
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Release Version: 0106a

Date: 2018/08/08

New Feature:

N/A

Changed Feature:

N/A

Bugs Fixed:

- Fixed CVE-2018-14769, CSRF(Cross-site request forgery) vulnerability. Mitigation by using
User-Agent and referer to check and identify the source of request. *

- Fixed CVE-2018-14770, allows authenticated users to execute arbitrary commands on a
vulnerable version via ONVIF interface (/onvif/device_service).

- Fixed CVE-2018-14768, allows authenticated users to execute arbitrary commands on a
vulnerable version via update_lens.cgi.

- Fixed CVE-2018-14771, allows authenticated users to execute arbitrary commands on a
vulnerable version via eventscript.cgi.

* Please note that after updating to this firmware version you won’t be able to use the browser to
execute CGI commands to the camera. If you require to execute CGlI commands from the browser,
please temporarily disable the CSRF protection function (Configuration -> Security ->
Miscellaneous -> uncheck "Enable Cross-Site Request Forgery(CSRF) Protection”). Be sure to
change back the function as soon as the command has been executed.
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