%/W@'El( Release Note

Product Name: <MA9322-EHTV >

Release Version: <0114f>

Date: <2021/7/6>

Product Type X] camera [ ] NVR [ ]Software

New Feature:
- N/A.

Changed Feature:
- N/A.

Bugs Fixed:
- Fixed the camera out of focus in some circumstances.
- Fixed the camera defocus after the camera reboot.

Release Version: <0122a_Beta2>
Date: 2020/5/4

New Feature:

- NI/A.

Changed Feature:
- Remove the customized script function on the event settings page.

Bugs Fixed:

- Fixed CVE-2020-11949, Allow an authenticated user to obtain arbitrary files from a camera's
local filesystem via testserver.cgi.

- Fixed CVE-2020-11950, Allow an authenticated user to upload and execute a script (with
resultant execution of OS commands) via eventscript.cgi.

Known Issue:

- If the snapshot and log file is sent when the event trigger type is set to smart SD, users will not
able to search them in Content management page.

- In digest mode, users will need to login more than one time and may need to re-login when
switching page.

- If sending a file to the NAS event action, the NAS will not receive the file and the mounting
status might become Error.

- If you launch multi-tab to view camera streaming, it will display streaming on first tab and the
rest will show black image.
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- It will display black image once change the camera URL from http to https.

- If you enable/disable the flip/mirror/rotation, it will not reset the focus window.

- If upgrades the firmware from 0114c to 0122a_Beta2, the zoom bar of channel 1 will go to the
left side.

Release Version: <0122a Betal>

Date: 2019/12/27

New Feature:

- Add license expiration notice in Trend Micro event.

- Add function of “Stop License with stop service code” in Trend Micro event.

Changed Feature:

- Upgrade VADP version to 1.4.2.2.

- Upgrade Trend Micro package version to v1.2d.al.5.2.

- Upgrade Stratocast package to vl.la.al.4.2.

- Upgrade embedded Genetec version to 2.0.4.1.

- Not support play streaming via QuickTime.

- Fixed CVE-2019-19936, remove and not support eventtask.cgi

Bugs Fixed:

- Enhanced error handling for input /cgi-bin/viewer/video.jpg with illegal parameters.

- Enhanced error handling for /cgi-bin/admin/setparam.cgi?network _http_port.

- Enhanced SD card status display mechanism.

- Fixed zoom/focus bar incorrect issue.

- Fixed seamless recording not resuming the recording correctly issue.

- Fixed timeshift function not work issue.

- Fixed service name will return to default after upgrading firmware.

- Fixed upgrade firmware failed in specific circumstance.

- Fixed cannot display webpage issue when connect to camera by using not default https port.

- Fixed could not connect to camera via public IP once enable PPPoE.

- Fixed Stratocast reconnection mechanism to wait 30 second re-attempt cooldown period to
avoid Stratocast server put camera connection into black list.

- Fixed zoom/focus position is not correct issue after upgrade firmware from 0113b to
0120b_SA2019002.

- Fixed zoom/focu position will go the left side after restore expect Focus position.

Known Issue:
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- If the snapshot and log file is sent when the event trigger type is set to smart SD, users will not
able to search them in Content management page.

- In digest mode, users will need to login more than one time and may need to re-login when
switching page.

- If sending a file to the NAS event action, the NAS will not receive the file and the mounting
status might become Error.

- If you launch multi-tab to view camera streaming, it will display streaming on first tab and the
rest will show black image.

- It will display black image once change the camera URL from http to https.

Release Version: <0120b_SA2019002>
Date: <2019/08/23>

New Feature:

- Support Bonjour.

- Support Trend Micro event.

Changed Feature:

- Upgrade VADP version to 1.4.1.0.
- Embedded Genetec protocol.

- Removed Genetec package.

- Removed DDNS forget key button.

Bugs Fixed:

- Fixed CVE-2019-14457, Stack-based buffer overflow via a crafted HTTP header.

- Fixed CVE-2019-14458, Allow a denial of service via a crafted HTTP header.

- Fixed CVE-2019-14477 SACK Panic (Linux >= 2.6.29).

- Fixed CVE-2019-11478 SACK Slowness (Linux < 4.15) or Excess Resource Usage (all Linux
versions).

- Fixed CVE-2019-11479 Excess Resource Consumption Due to Low MSS Values (all Linux
versions).

Known Issue:
- If the snapshot and log file is sent when the event trigger type is set to smart SD, users will
not able to search them in Content management page.

Release Version: <0114c>
Date: <2019/06/27>
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New Feature:
First release.

Changed Feature:
N/A

Bugs Fixed:
- N/A
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