%/VIV@'EI( Release Note

Product Name: SD9361-EHL

Release Version: 0114a

Date: 2019/05/14

Product Type X] Camera [ ] NVR [ |Software

New Feature:
N/A
Changed Feature:
N/A
Bugs Fixed:
- Fixed Chrome web Ul no audio with issue on Windows 10.
Fixed cannot focus on near object issue.
Fixed privacy mask may mask wrong place issue when the tilt angle is large.
Fixed an issue in which focus window works on wrong area instead of custom define area.

Release Version:0113a

Date:2019/04/15

New Feature:

N/A

Changed Feature:

- Upgrade ONVIF version to 18.06

- Upgrade Web API to 0311c.

- Change the default access name for HTTP/RTSP stream format.

- Upgrade Genetec package to 1.0a.a0.3.2.

Bugs Fixed:
Fixed an issue in which video setting page cannot be displayed after upgrade to 0109a.
Fixed CVE-2019-10256, an authentication bypass vulnerability.
Fixed camera IP change to 127.0.0.1 issue after reboot when Stratocast is enabled.

Release Version:0109a

Date:2018/12/06

New Feature:

N/A

Changed Feature:

- Upgraded Web API to 0311b.

- Upgraded smart SD card version to 1.0.1.4.

- Remove “Customsafe100” from Configuration > Network > DDNS > Provider list.

CP02-WI-012-04-4



XVIV(DEK Release Note

- Change from pop-up window to notification when uploading configuration file.

- Disable CSRF mechanism after reset to factory mode and will be enable after setting
password in factory mode.

Bugs Fixed:

- Fixed CVE-2018-18244, persistent XSS via HTTP Referer header.

- Fixed CVE-2018-18005, DOM-Based XSS vulnerability in camera event_script.js

- Fixed CVE-2018-18004, a notification will show on camera home page when hidden service
has been enabled.

- Fixed an issue in which firmware upgrading gets stuck if turn on Trend Micro.

- Fixed Trend Micro display incorrect status in package management page.

- Fixed Trend Micro IoT Security incorrect status in Trend Micro setting page.

- Fixed Trend Micro current version become invisible after upgrade signature issue.

- Fixed failed to upload VADP package issue.
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