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1. For Milestone® XProtect Users

Proprietary plugins are available for users who install VIVOTEK cameras with video content

analysis (VCA) suite in a deployment managed by Milestone XProtect Corporate IP solutions.

Note

The plugins enable VIVOTEK VCA rules and analytics events to overlay on cameras displayed

in the XProtect Smart Client in both live and playback modes. The on-board Deep Learning VCA

suite includes Intrusion Detection, Loitering Detection, Line Crossing Detection, Unattended

Object Detection, Missing Object Detection, Face Detection, Crowd Detection, Running

Detection, Parking Violation Detection, and Restricted Zone Detection.

The plugins also provide a forensic search function for the results detected by the VCA rules.

The plugins are designed for single-server operation. For multiple server operations, please

contact VIVOTEK regional sales team for further updates.

® The VIVOTEK Smart Search Plugin, is designed for a single camera that monitors a specific
area without the witness of providing specific time, or virtual images of the events. For
example: Something was missing from the warehouse last week, it should be someone
taking it out of the warehouse. We can use the smart search function with a specific time
range and camera + detection area of the entrance by setting new VCA rules of Smart
Motion +Human; Line Crossing, Intrusion, or Loitering to dig out the suspects.

® The VIVOTEK Deep Search Plugin is designed for single or multiple cameras that can
generate attribute metadata (which follows the ONVIF analytics specifications) and filter the
criteria in a specific area or multiple scenes.
Where the witness indicates those details (or gives rough ideas) of the human with gender
and/or vehicle types, and clothes color factors, within a specific time range. These rough
ideas are used to filter detected objects (humans/vehicles) and displayed with actual videos
that are recorded on the Milestone XProtect system. Even more, users can indicate
specific rules and attributes of searching objects on the specific camera to narrow down the
results as evidence and then export the video data.

NOTE:

The VIVOTEK VCA Plugin applies to (2020 or later version):
XProtect Professional / XProtect Professional +/ XProtect Expert / XProtect Corporate /
XProtect Express / XProtect Express+ / XProtect Essential+

The VIVOTEK Smart Search Plugin applies to:
XProtect Express (+) 2022 or later version / XProtect Professional (+) 2022 or later version /
XProtect Expert 2020 or later version / XProtect Corporate 2020 or later version

The VIVOTEK Deep Search Plugin applies to:
XProtect Express (+) 2022 or later version / XProtect Professional (+) 2022 or later version /
XProtect Expert 2022 or later version / XProtect Corporate 2022 or later version

Plugins do not apply to:

XProtect Go / XProtect Essential (+)
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2.Check the NTP server

(1)
(2)

3)

(4)
(5)
(6)

(7)
(8)
(9)

Time synchronization between the camera and Milestone XProtect server is very important for
keeping metadata synced with the video. To synchronize cameras and servers, you can use an
NTP server. In general, an NTP server is either a public domain time service (e.g.,
time.google.com) or a local server that synchronizes to an external NTP server. Because there
probably exists some time difference between cameras in the network, it is recommended that
you set up an NTP server on the computer which runs the Milestone XProtect servers and
synchronizes all cameras to it.

Follow these instructions to configure your local computer as an NTP server:

Open the Windows command prompt.

Issue the following command to stop the Windows time service:

net stop w32time

Launch Windows Run (by pressing Windows Key + R), enter regedit, and click OK to open the
Regqitry Editor.

Go to ComputerHKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Parameters
Create a DWORD registry key LocalNTP (or double-click it) and set its value to 1.

Go to

Compute\HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\ TimeProviders\NtpServer
Double-click Enabled and set its value to 1.

Go to ComputerHKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Config
Double-click AnnounceFlags and set its value to 5.

(10) Close the Regitry Editor.
(11) Issue the following command to start the Windows time service

net start w32time

(12) Close the Windows command prompt.

For more information about setting up a local NTP server, please see How to Configure a Local
NTP Server on HPE docs.



https://techlibrary.hpe.com/docs/otlink-wo/How-to-Configure-a-Local-NTP-Server.html
https://techlibrary.hpe.com/docs/otlink-wo/How-to-Configure-a-Local-NTP-Server.html
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3. Getting Started

Complete the following procedure as the prerequisites for installing Milestone's XProtect Smart
Client and the plug-in:

(1) Download VIVOTEK’s VCA plug-in from VIVOTEK’s Camera’s download page for appropriate
plug-ins (for x64 or x86 versions?).

(2) Install the .NET framework 4.7 Runtime?. The .NET framework is essential for installing
XProtect Smart Client.

(3) Install the DirectX runtime (9.29.1974)% and above. The DirectX runtime is also necessary
for the plug-in for managing DirectX components, especially for older Windows XP Systems.
(4) Install the Milestone XProtect Smart Client 2022 R1 or above. For related server plugin version

requirements, please refer to the NOTE: of 1. For Milestone® XProtect Users.
(5) Execute the VIVOTEK VCA Plug-in installer file:
a. Select components to install, client, or server plugins. Click "Next" to proceed with the
installation.

E2] VIVOTEK Deep Search for Milestone 2.1.0.0 Setup: Installa... — X

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: Client Plugins
Server Plugins

Space required: 34.6 MB

b. By default, a sub-folder named MIPPIlugins is available under the XProtect Smart Client
installation path. The default file path should look like the following:
C:\Program Files\Milestone\MIPPlugins\VIVOTEK Deep Search for Milestone

1 0S supports extends from Windows 8.1 to Windows 10.
2 Net Framework: https://dotnet.microsoft.com/download/dotnet-framework/net47
3 DirectX: http://www.microsoft.com/en-us/download/details.aspx?id=8109
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APPLICATION NOTE: USING VIVOTEK VCA CAMERAS WITH MILESTONE® XPROTECT © 2023 VIVOTEK INC. All Right Reserved

E WIVOTEK Deep Search for Milestone 2.1.0.0 Setup — >

Choose Install Location E

Choose the folder in which to install VIVOTEE, Deep Search for
Milestone 2, 1.0.0,

Setup will install VIVOTEK Deep Search for Milestone 2, 1.0.0 in the following folder. To install
in a different folder, dick Browse and select another folder. Click Mext to continue.

Destination Folder

earch for Milestone Browse...

Space reguired: 34.8 MB
Space available: 155.3 GB

Mullsaft Install System «3,05

c. Select deep search metadata storage path. The default file path should look like the
following: C:\ProgramData\VIVOTEK Inc\Milestone\ObjectMetalnfo

E3) VIVOTEK Deep Search for Milestone 2.1.0.0 Setup - X
Choose Deep Search Storage Path
Choose the folder in which to store object metadata database for
Deep Search Plugin.

Setup will store object metadata database in the following folder.

To install in a different folder, dick Browse and select another folder. Click Install to start the
installation.

Destination Folder

[: \ProgramData\VIVOTEK Inc\Milestone \ObjectMetalnfo | Browse...

Space required: 34.6 MB
Space available: 114.5GB

Mullsoft Install System v3.08

<Back | Instal ‘ Cancel

For storage capacity concerns, it is recommended to store Object Metadata in a separate
location with a larger disk capacity, ensuring that it does not impact server operations.
d. Click Install to proceed with the installation.
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4. Prerequisites for Cameras

VIVOTEK Smart VCA is the next-generation video analytics suite running on VIVOTEK cameras
for security applications. The onboard Smart VCA suite includes Intrusion Detection, Loitering
Detection, Missing Object Detection, Unattended Object Detection, Line Crossing Detection,
Face Detection, Running Detection, Restrict Zone Detection, and Parking Violation Detection.
For related supported models and features, please visit:
https://blob.vivotek.com/downloadfile/SmartVca/camera-analytic-chart _en.pdf

(1) Attention: Before you set up the Deep Learning VCA, please make sure the system time of the
camera, must be synchronized with its NTP server as the same as the Milestone XProtect
Recording Server (or setup to the XProtect Recording Server).

VIVOT=K

Home Client settings B0 =1L Language

System > General settings

System

General settings Host name: IB2265-EHTV-v2

Homepage layout (] Tum off the LED indicator

Logs
Parameters System time
Maintenance Time zone:

GMT+08:00 Beijing, Chonaging, Hong Kong, Kuala Lumpur, Singapore, Taipei, Irkutsk hd

() Keep current date and time

() Synchronize with computer time .
IP of the XProtect Recording Server

Manual
© or the same NTP server.
P17 (@) Automatic
MTF server:
Event
Updafing interval: One hour »

Applications

Save

Recording

Storage



https://blob.vivotek.com/downloadfile/SmartVca/camera-analytic-chart_en.pdf

APPLICATION NOTE: USING VIVOTEK VCA CAMERAS WITH MILESTONE® XPROTECT © 2023 VIVOTEK INC. All Right Reserved

(2) For VIVOTEK Smart Search Plugin, please Install the Deep Learning VCA Package with version
6.6.3.0 or above with a valid license, and Firmware version n.2nnn.2n.nnx. (n= numbers, x =

letters).

Wi, wivoTE. oom

System
Media
Network
Security
PTZ

Event

Applications

Motion detection
Smart VCA

DI and DO

Tampering detection
Audio detection
Package management

Panoramic PTZ

Applications > Package management

Package | | License

Home Client settings [elI0:[NeUGLM Language

Upload package

Select file e

Resource status

CFPU loading: 73 %
Internal storage total size: 132.042 MB Free size: 105.17% MB
IMemory total size: 230609 MB Free size: 9.078 MB

Clean internal storage

Moticel It will erase system temporary files and the files upload from FTP.

Package list

Name Version Status  License size T
] Deep Learning VCA 6.6.3.0-2b ON Pass 19.304 MB O
) Trend Micro loT Security 1.2b.a1.7.3  Installed MIA 6a8MB N

(3) For VIVOTEK Deep Search Plugin, please Install the Deep Learning VCA Package with version

7.2.3.6 or above with a valid license, and Firmware version n.2nnn.3n.nnx. (n= numbers, x =
letters). The attribute extraction is not supported for the models of FD/IB9x65-A, FD/IB9x87-A,
FD/IB9x67-v2, FD/IB/IT9x89-v2, which firmware version is n.2nnn.3n.nnx.

Applications

Motion detection
Smart VCA

Dl and DO
Tampering detection
Audio detection
Shock detection

Package management

Clean internal storage

Motice! It will erase system temporary files and the files upload from FTF.

Package list

Name Version Status License Size Rl
3 Trend Micro loT Security 1.3e.81.9.1 Installed 2025-10-11 G2TTME 0w

] Deep Learning VCA 7.2.36-3e ON Pass h496MB M

O Stratocast 1.2e.a1.6.0 oM MIA JIMIME M
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(4) Click on the VCA package to open the monitoring and configuration page.

a.

Make sure you've got the detection area that appeared (grid).

If the detection area is not shown on the screen or is not as expected, click the icon ﬂ
for further settings.

C-v2[9-50mm] Smart Motion Detection H Main Scheduled n

~ 0

If the detection area is not shown on the screen, or

detectin area is not as expected, click this icon for
further settings.

Click on streaming to create motion windows

<:| Make sure you've get the detection
area appeared (grid).

You can either choose Al learning (for auto-detection and setting) or Manual for the expected
detection area you need.
Installation > Camera height/angle > Al learning / Manual (updates) > Save

Installation

Detection ‘ Al learning W, [

Al learning
[ Manval |
EE] e 2 or days.
The more object passes through the live view of this camera,
the less time Al learning will take.

Configuration

Export and restore

Advanced «

==

height/angle

Manual -

Heightt 180 cm €
Titangle: 90 ° @

Rollangle: 1~ @

Advanced «

.
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c. Enable Protocol Settings for VIVOTEK VCA & Search Plugins.
Configuration > Protocol > ONVIF Compliant analytics metadata output
and VCA analytics metadata output for 3™ party platforms > Save

@)«  1P9191-L PC-v2[9-50mml Smart Motion Detection = Main Scheduled m

Installation Display

Detection

Stream 1- H.264 (3840 X 2160/Max. 15fps) hd
Configuration

Export and restore
Protocol

ONVIF compliant analytics metadata output (i)

VCA analytics metadata output for 3rd party platforms (@)

[~ |

® The “ONVIF compliant analytics metadata output” provides the default bounding box
(yellow frame) that can display “live & playback” views for human or vehicle objects.
® The “VCA analytics metadata output for 3™ party platforms” delivers the VCA rules,
human/vehicle identified bounding box under “live & playback” views, and “item preview’
in the search workspace. This may require higher storage capacity for
“‘MediaDatabase”. For some complicated scenarios, the metadata file size may reach
300~750MB per hour per camera with this feature enabled (internal). For the Smart
Search plugin, this feature may require keeping its search function. For the Deep
Search feature itself, the object metadata may require 20MB per day without this feature
enabled.
(5) For more VCA event rule settings, please follow the Smart VCA manual to setup VCA rules and
events:
http://download.vivotek.com/downloadfile/solutions/vadp/smart-vca-manual_en.pdf

10
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5.Setup VCA Cameras

Server Side

(1) Make sure your VCA cameras have already been added as “Hardware Devices” in the XProtect
Recording Server of the XProtect Management Client, here we used Milestone XProtect
Corporate as an example. (Related server plugin version requirements, please refer to the NOTE:
of 1. For Milestone® XProtect Users.)

€ Milestone XProtect Management Client 2020 R1
File Edit View Action Tools Help

HY oen

Site Navigation « 1 % ||Devices

=@ DESKTOP-V1RADME - (20.1a) ~ Il & <o Cameras

={ ] Basics EH Vivotek
Bl L itorsation Y VIVOTEK FDO157-HT (192.165.4.103) - Camera |
ShEns <p VIVOTEK FE9301-EV (192.168.21.128) - Camera |

=5 Remote Connect Services
[ Asds One-click Camera Connection
=} @ Servers
) Recording Servers
€ Failover Servers
) Mobile Servers
= %2 Devices
o Cameras
& Microphones
@ Speakers
@ Metadata Preview
o Input Live: 20481536 10KB
{/ Output
=53 Client
Smart Wall
View Groups
£2 Smart Client Profiles
£ Management Client Profiles
Matrix
(3 Rulesand Events
Rules
) Time Profiles
Notification Profiles
R User-defined Events
¥ Analytics Events
Generic Events

B@ Security v
M_n_ 2

Site Navigation Federated Site Hierarchy

saruadny |

VIVOTEK FD3187-HT (192.168.4.103) - Camera 1

11
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(2) Make sure your VCA cameras have relative metadata stream enabled.

& Milestone XProtect IManagement Client 2020 R1 - O X
File Edit View Action Tools Help
H9 @en
Site Nanigation - I X ||Devices -0 -
EI--“ DERETOP-VIRADME - (20.1a) A B--* Metadata %
2 e % 5 Vi
g2 License Information EHT Tivotek

: Site Information
=3y Remote Connect Services
[ty fds One-click Camera Connection
BE] Servers

;fﬂ Reconding Servers
ﬂ Fadlover Servers
ﬂ Mobile Servers
EH%0 Devices

T Cameras

- @ Microphones

) Speakers

- Metadata

e Input

‘u‘ Output

= Client

[ Smart Wall

B3 View Groups

£ Bmart Client Frofiles
- Management Clisnt Protiles
I Matix

(5 Rules and Events

Fules
() Time Profiles

[ Notification Profiles
R User-defined Events
- W Analytics Events
W Generic Events
=hff] Secuuity

I - VI Y

101
o0,

Site Wavigation Federated Site Hierarchyr VIVOTEK FD9187-HT (192.168.4.103) - Metadata 1

12
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6.VIVOTEK VCA Plug-in & Operation

This plugin will overlay VIVOTEK VCA rules and analytics events on cameras displayed in the
XProtect Smart Client in both live and playback mode.

Client Side

(1) Start the XProtect Smart Client and log in to your Milestone XProtect server.
(2) On the Live View window, click on “Setup”.

% Milestone XProtect Smart Client TAT20191:0507PM = O X

* Playback Sequence Explorer Alarm Manager g System Monitor -9 ¥ v

XProtect & | <Select view > v e | Sewp |

£EE  \iews A

4 Default group

4 [ Default view group

55 New View (1+2P)

4 Private
B Cameras

» E DESKTOP-HIQPMFF

) Audio

(3) On the Setup Window, search for the “VIVOTEK VCA Plug-in” by dragging the pull-down menu
on the “System Overview” pane to the bottom.

Please note, if you install the plug-in when your XProtect Smart Client is started, re-start the
XProtect Smart Client utility.

2 Milestone XProtect Smart Client

m Playback Search Alarm Manager System Monitor

XProtect & | MNewView (1x 1)

£ DESKTOP-V1RADMB
= Camera Navigator
8] Carousel
[+] Hotspot

£ HTML Page
3] Image

Map

B Matrix
241 Smart map
222 Smart Wall

B Text

VIVOTEK VCA Plug-in

13
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(4) Click and drag the “VIVOTEK VCA Plug-in” to a view cell. When done, the view cell will be
highlighted by a light blue outer frame.

& Milestone XProtect Smart Client 2020/5/13 bF 1141116 = O X
m Playback Search Alarm Manager System Monitor - O 7 v

XProtect & NewView (1x1) — -
» Alarms

» £ DESKTOP-V1RADME

= Camera Navigator
[2) Carousel
[+] Hotspot
£ HTML Page
[] Image
[[-4 Map
BE Matrix
19 Smart map
=22 Smart Wall
B Text

£ VIVOTEK VCA Plug-in

(5) Locate the Properties panel and click on the Item Picker pane. An Item Picker window will prompt.
Unfold the device tree and select a VIVOTEK Camera.
A camera snapshot will be shown on the view cell after a few seconds for connecting to the
server.

% Milestone XProtect Smart Client 3/17/20215:34:23PM = O

Playback Alarm Manager System Monitor - 0 9

XProtect £ | < Selectview >

8 ftem Picker
» Alarms
» % DESKTOP-VIRADMB Select cne
= Camera Navigator = . desktop-vIradmb
= @& Camera Groups
= W Vivotek
[=] Hotspot & VIVOTEK FES382-EHV~2 (172.20.8.133) - Camera 1
&« VIVOTEK FE3391-EV (192.168.21.128) - Camera 1 2

z
5] carousel

£ HTML Page
[ Image

1} Map
i Matrix

9 Smart map
=55 Smart Wall
El Text

VIVOTEK VCA Plug-in Group Hierarchy

] Application
. Camera
D PTZ

¥ Device

Select Camera...

1

[[] Set recording server as NTP server

3

Optionally, selecting the “Set recording server as NTP server” check box enables the camera
14
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to set the XProtect Recording Server as its NTP server. The target camera will try to synchronize

time to the server periodically and metadata can match video more closely.

(6) You can now click on the “Setup” button and return to the “Live” view or “Playback” window.
VIVOTEK VCA rules and analytics events overlay will display as shown in the picture below.

# Milestone XProtect Smart Client 2020/5/13 t5 1114624 == O
“ Playback Search Alarm Manager System Monitor - 0 ¢

XProtect € | <Selectview >
= Views VIVOTEK FE9391-EV (192.168.21.128) - Camera 1

» [ Default group
4 [ Private

4 [3w New Group

New View (1 x 1)

4 New View (2x 2)

B Cameras

(7) When a view cell is moused over, the toolbar will be shown. Click the “Tool” button and the VCA
display settings window will pop up. This window is also available when users right-click on the
screen.

Enable

‘ Show Rule
Show Rule Name
Show Tracking Block
B Show Tracking Position
M Show Object ID

Show Object Detail Infomation

Show Exclusive Area

1 Show Cell Motion

15
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The following display settings can be configured in the “VCA display settings” window:

Enable: It is a main switch to show or hide the whole VCA information.

Rule: The VCA rules you created on the Camera Settings page. If an analytics event is
triggered, the color of the rule will turn to orange color.

Rule Name: The name of the VCA rule. It is available only if “Show Rule” is enabled.
Tracking Block:

1) The vertical bounding box surrounding a standing or walking human form.

2) The purple bounding box surrounding a vehicle form.

Tracking Position: The beginning and current positions of a tracked standing or walking
human.

Object ID: The ID number of a detected object (people). It is available only if the “Show
Tracking Position” is enabled.

Object Detail Information: It is available only if “Show Tracking Position” is enabled.

The detailed information includes

1) Speed Level: speed threshold for detecting running objects.

2) Time Duration of Stay: calculated duration of stay of the detected objects in the scene.
Exclusive Area: The Exclusive areas you created in the Camera Settings page.

Cell Motion: Displays the motion cells around a moving object.

16
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Cell Motion
Tracking Block

Object Detail Information
S: Speed Level
T: Time Duration of Stay

17
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7.VIVOTEK Smart Search Plug-in & Operation

This plugin provides a forensic search function for the results detected by the VCA rules. After
Milestone XProtect Recording Server records video and metadata stream data from a VCA camera,
users can use this plug-in to search video by metadata. While starting a search process with a
user-edited search filter, XProtect Smart Client will retrieve metadata and video from the database
and check if any data fits the search filter. The search results will display on a storyboard.

Client Side

(1) Start the XProtect Smart Client and log in to your Milestone XProtect server.
(2) On the Search Agent window, click on “Search”.
(3) Set search interval and select camera items by their group folder or individual items directly.

22  Milestone XProtect Smart Client

Live Playback m Alarm Manager

| o 11:35:04 AM  Thank you for using this trial license to demonstrate or evaluat|

Search filters :

9:36 AM 11:36 AM
8/28/2020 8/28/2020

4 All Views
» Default group
» Private
4 DESKTOP-V1RADMB
P Axis
» Bosch
4 Vivotek 1
VIVOTEK FE9391-EV (192.168.21.128) - Camera 1
VIVOTEK IB9365-HT (10.66.108.18) - Camera 1
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(4) Click “Search for...” and select “VIVOTEK Smart Search” then click “New search”.

#  Milestone XProtect Smart Client

Live Playback m Alarm Manager System Monit}

| o 4:22:24 PM Thank you for using this trial license to demonstrate or evaluate the XProtect video mana
Search filters : 39 results

2:23 PM 4:23 PM
9/24/2020 9/24/2020

VIVOTEK FE9382-EHV-v2 (172.20.8.133) - Camera 1

VIVOTEK I1B9365-HT (10.66.108.18) - Camera 1

Select camera...

1 Seudlfor_”

M Bookmarks Events

2 | ® VIVOTEK Smart Search v

3 T

(5) In the “VIVOTEK Smart Search” category selection, click “Edit filter”, and the “Adjust VCA”

setting panel will pop up.
# Milestone XProtect Smart Client

Live Playback m Alarm Manager System Monitor

| © 42224PM Thank you for using this trial license to demonstrate or to the XDoot
€ Adjust VCA

Search filters : Ore
Selected camera

Type

v VIVOTEK FD9367-EHTV-v2 (10.66.108.11) - Camera 1
2:23 PM 4:23 PM

9/24/2020 9/24/2020
[l People detection

I Vehicle detection

Sensitivity

VIVOTEK FE9382-EHV-v2 (172.20.8.133) - Camera 1
-

VIVOTEK 1B9365-HT (10.66.108.18) - Camera 1

Minimum activity duration
Select camera... 500 a ms

Search for...

Activity merge interval

1500 B ms

& VIVOTEK SmartS... Y

Edit filter

(6) In the “Adjust VCA” panel, the user can select a camera from the “Selected camera” area, and

its playback preview will be shown immediately. Users can then select a rule in the “Type” area
19
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and configure its properties. Additionally, users can adjust the detection lines or polygons on the

playback preview.

Type Selected camera

2 VIVOTEK FE9382-EHV-v2 (172.20.8.133) - Camera 1

People walking direction

e ) T —

Apply

Search

(7) After setting the rule and its properties, click “Apply” to save these values. The camera item text
color will turn “green” to indicate that all settings have been applied to the camera. See the
following two screenshots for the Intrusion and Line crossing rule types.

& Adjust VCA X
j

Type Selected camera

Intrusion v

Direction

Intn ing nto the zone '

Unapply

Search

20
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€ Adjust VCA

Type Selected camera

lLine crossing

People walking direction

T —

Unapply

Search

(8) Check whether all cameras have their criteria settings and click the “Search” button to start the

search. The search results will display on a storyboard while searching is running in the
background.

# Milestone XProtect Smart Client

Live Payback OB  Alam Manager System Monitor

ficense to demonstrate or evaluate the XProtect video management software. The trial icense expires on 6/17/2

Search filters : 289 results

C Searching. 3

R 0O O
223PM 423 PM i

9/24/2020 9/24/2020

VIVOTEK FE9382-EHV-v2 (172.20.8.133) - Camel
VIVOTEK 1B9365-HT (10.66.108.18) - C

VIVOTEK MS9321-EHV (10.17.2.38) - Camera 1

Edit filter

(9) Click on any of search results to watch the recorded video clips in a side preview window. Plugin

will draw the rule and metadata information (cell motion and tracking blocks) on the preview
21
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window.

& Milestone XProtect Smart Client

Live Playback ‘ Alarm Manager System Monitor

| @ 42224534 Tk you o i s i e 0 emorstste o evote he vt o et sotmer. The i cerse rpres on /172321, To Aty crse e rodc, s cordac you el o fd cre o1 A On.om

Search filters : 814 results

© 2023 VIVOTEK INC. All Right Reserved

92472020 45929PM — O X
-0 7 v
~ B8

X

-+

42220 P.

223 PM 423PM AFHE S N0 OO 00O OSSR S0 N T O D

972472020 972472020

Aﬁ' 5
VIVOTEK FE9382-EHV-+2 (172208.133) - Camera 1 ¥ %‘
%

VIVOTEK IB9365-HT (10.66.108.18) - Camera 1

VIVOTEK MS9321-EHV (10.17.238) - Camera 1

L7y

Select camera...
| Semchtor. |

- .

& VIVOTEK SmartS.. ¥ fﬁ‘%\
y TR
TR

|
#2 Intrusion/LineCrossing

Edit filter

LA

ERS s
)
[ e ]
AaY
Location
® LineCrossing 2

VIVOTEK 189365-HT 972472020 4:22:20 PM
(1066.108.18) - Camera
1

9/24/2020 42225 PM

(10) Double-click on any of the search results to watch the recorded video clips in a full-screen
preview window. Plugin will also draw the rule and metadata information (cell motion and tracking

blocks) on the preview window.

@ Milestone XProtect Smart Client

Live Playback ORI  Alorm Manager @ System Monitor

| @ 3162334 T you o using s v e or evakiate the XProtect video management software. The s iense expes n 6/17/2021. To uy icense the product, please Contact your esefler o find 0 1 Wi mieSIonesys.com.

* VIVOTEK FE9382-EHV-v2 (172.20.8.133) - Camera 1 - 8/31/2020 2:39:36.199 PM

il

8317200 40052PM — O X
-0 ¢ v

~ B8

x
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8.VIVOTEK Deep Search Plug-in & Operation

VIVOTEK Deep Search Plug-in consists of two parts: the server side and the client side. The Deep
Search server-side plugin is loaded and executed in the XProtect Event Server. It will download
object metadata from Deep Learning VCA cameras. The Deep Search client-side plugin is loaded
and executed in the XProtect Smart Client. Users can edit the search filter and send query requests
to the server-side plugin. While receiving the results from the server-side plugin, the client-side
plugin will convert the results into visualizations and send them to the XProtect Smart Client for
display.

Server Side

Please restart Milestone XProtect Event Server after installing the server-side plugin.

Client Side

Live Playback Exports Search

Search filters : 19 results Timeline and Tools

1:34:58 PM
1

11:37 AM 137 PM

16203 1/6/2023

vvvvvvvvvvvv

® VIVOTEK Deep..
Custom Search

Filter

% VIVOTEK 1B9365-EHTV-v2 (161.43.205.133) - Camera 1

Details Area

(1) Start the XProtect Smart Client and login to your Milestone XProtect server.
(2) On the Search Agent window, click on “Search”.
(3) Set search interval and select camera items by their group folder or individual items directly.
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® Milestone XProtect Smart Client - a
Live Playback Exports “ Alarm Manager Incidents System Monitor 5110324 - © ¢ v
®

Search filters : 0 results [ 1+

L% 08:41 EF 1041

2022/12/15 2022/12/15

No search results yet

4 All Views
» AxisOptimizer
» Private
b test
4 DESKTOP-QSVLABS
» AXIS
4 VIVOTEK
VIVOTEK FE9391-EV (192.168.21.128) - Camera 1
1 % VIVOTEK I1B9365-EHTV-v2 (10.66.108.36) - Camera 1
% VIVOTEK IB9387-HT-A (10.66.106.141) - Camera 1
VIVOTEK IP9165-LPC-v2 (10.66.108.66) - Camera 1
VIVOTEK IP9191-LPC-v2[9-50mm] (10.42.2.43) - Camera 1
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(4) Click “Search for...” and select “VIVOTEK Deep Search” then click “New search”.

# Milestone XProtect Smart Client

Live Playback Exports Search Alarm Manager Incidents System Monitor

| o 3:54:39 PM Selected devices do not provide object metadata output.

Search filters : 6 results

1:53 PM 3:53 PM
6/14/2023 6/14/2023

VIVOTEK 1B9365-EHTV-v2 (10.66.108.122) - Came...

VIVOTEK 1B9367-EHT-v2[5-50] (10.42.1.208) - Ca...

Select camera...

1)

People = Vehicles O Alarms

M Bookmarks % Events ¢ Location

Motion 2 '® VIVOTEK Deep Search v # VIVOTEK Smart Search

o

The default search will filter the object for “People with attribute”.

(5) Inthe “VIVOTEK Deep Search” category selection, click “Edit filter”.

Playback Exports Alarm Manager Incidents System Monitor

| @ 3:5439PM Selected devices do not provide object metadata output.

Search filters : 106 results

€ Deep Search Filter
1:53 PM 3:53 PM
6/14/2023 6/14/2023 Object Scene search

° People with attribute
= +  Addrule
&:ﬁ Selected cameras

ey—
VIVOTEK [B9365-EHTV-v2 (10.66.108.122) - Came... z M

: g€ 8 VIVOTEK IB9365-EHTV-v2 (10.66.108.122) Atiribate ssarch
VIVOTEK IB9367-EHT-v2[5-50] (10.42.1.208) - Ca... T

Gender

Select camera... L e @

Female

| Searchfor.. |

% VIVOTEK Deep...

Edit filter 5#'%@
,Q |~ 154629 Upper body clothing color

Match [all' ¥ colors

People with attribute

Any

- _ , : : ) uEEn
I o -_—

Any

Any

(6) Edit the filter with the attributes that are looking for.
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Sample 1: Search “People with attribute” and “Scene search” in a camera.

1. Choose “Object’: “People with attribute”
(1) Only the cameras with object metadata capability will be listed in “Selected cameras”.
(2) The camera name in white text color is a supported item, otherwise, it is gray.

2. Click the “+ Add rule” button.
(1) Filter by rule is supported only on a single camera.

3. Select a rule type: Intrusion Detection, Line Crossing Detection, and Loitering Detection.

4. Click on the camera snapshot to setup rule points

5. Click the “Apply” button to save rule settings.

23 Deep Search Filter

Object Scene search

People with attribute
+  Add rule
Selected cameras

VIVOTEK 1B9365-EHTV-v2 (10.66.108.122) Add rule

1. Select a rule type

— . r".—

"\I Intrusion — Line crossing ’\I Loitering

2. Set arule

virtual area.

m’l Draw a zone to search any object appearing in the

~=4

6. Edit people attributes: “Gender”, “Age”, “Upper body”, “Lower body”, and “Accessories”.
There are maximum 3 colors selectable for “Upper body” or “Lower body”.
If you select more than one colors, Deep Search will get results where “all” seleced colors
are met, or get result where at least one (any) of the selected color is met.

7. Click “Search” to get the filtered results.
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€ Deep Search Filter X

Object Scene search

People with attribute

B
I'IJ | Intrusion

Selected cameras

VIVOTEK 1B9365-EHTV-v2 (10.66.108.122) - Camy Attribute search

Gender

Adult

Upper body clothing color

Match F colors
L 7 N all -
I any
H 4

Lower body clothing color

ﬁ Match |all * | colors

Al —
Accessories
Match |[all ¥ | items

Search

Sample 2: Search “Vehicle with attribute” in multiple cameras.
1. Choose “Object”: “Vehicle with attribute”
a. Only the cameras with object metadata capability will be listed in “Selected cameras”.
b. The camera name in white text color is a supported item, otherwise, it is gray.
2. Select a “Vehicle type”
3. Select “Color”
a. Motorcycles and bikes do not support color attributes.
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€ Deep Search Filter x

Object
Vehicle with attribute

Selected cameras
VIVOTEK FDO381-EHTV-v2 (59.124, Attribute search

VIVOTEK 1B9365-EHTV-v2 (10.66.10: Vehidle type

Bus

Color

Match [any | colors 3

HE & N

4. Click "Search" button to apply the settings and start a new search process.
5. The search results will display on a storyboard while searching is running in the background.

Search results area:
» The left image is an object thumbnail.
* The right image is a camera snapshot and an object trace overlay on it.

* The start time is displayed in the lower right corner.
Preview area:

* An object trace overlay on the image view item.
Details area:

Displays properties of selected result, including camera name, time, and object attributes.
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Sample 1: Search “People with attribute” and filter by rule in a camera. Results display

= art Client

= =)
Playback Search Alarm Manager Incidents System Monitor

Search filters : 4 results

Nevest event bme
£1717 PM
1 1
3:11PM 511PM
2023 oy 2 Search Result Area

3 Previéw Area

VIVOTEK 1B9365-EHTV-v2 (10.66.108.122) - Came.

VIVOTEK 1B9367-EHT-v2{5-50] (1042.1.208) - Ca..

® VIVOTEK Deep... T

Edit fiter

Peope with atribute
femaie

Ay

White or Bue

Ay

8ig

Intrusion

Location

1 Deep Search Filters

® VIVOTEK 1B9365-EHTV-v2 (10.66.108.122) - Camera 1

Female

4 Details Area

Sample 2: Search “Vehicle with attribute” in multiple cameras. Results display
As you can see, there were two different scenses in the Search Result Area.

t Smart Client

Playback Search Alarm Manager Incidents System Monitor

Search filters : 11 results

Newest event time

3:11PM 5:11PM
6/14/2023 6/14/2023

VIVOTEK FD9391-EHTV-v2 (59.124. 3) -
VIVOTEK IB9365-EHTV-v2 (10.66.108.122) - Came...

VIVOTEK IB9367-EHT-v2[5-50] (10.42.1.208) - Ca..

Select camera...

% VIVOTEK Deep... T

Edit filter

Vehicle with attribute 507:52 PM
car

Green or Gray.

> =

Location

| VIVOTEK FD9391-EHTV-v2 (59.124.112.223) - Camera 1

VIVOTEK FD9391-EHTV-  6/14/2023 5:07:57.203 6/14/2023 5:07:52.203 6/14/2023 5:08:03.709
V2(59.1 223)- PM
Camera 1

Gray Vehicle
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Note: By default, the search results display up to 1,000 objects. However, you have the option to

adjust the number of objects displayed on XProtect Smart Client by changing the settings. The
range for limiting the displayed objects can be set between 100 and 50,000 per search.
1) Click the icon for “Settings and more”.

& Milestone XProtect Smart Client - O

Live Playback Exports Search Alarm Manager Incidents System Monitor 1:22:07 PM 'ﬁ ‘

Settings and more

Seal’ch fi|teI'S ‘ Newest event time

1:21 PM 1:21 PM

6/14/2023 6/15/2023

No search results yet

Select camera...

2) Choose “Settings”.

-

1:25:44 PM 'ﬁ &

K=’ Toggle theme

(#) Server jobs

X Settings

© Help (F1)
A Video tutorials
0 About

3) Select “VIVOTEK” to adjust the “Maximum number of results” for objects between 100 and
50,000. Each adjustment must be made in increments of 100.

€ Settings - [m| X

Application Deep search options

Maximum number of results: 1000 objects
Panes
100

Functions
CA metada ions
Timeline VCA metadata overlay option
Camera view item in search workspace :
Export
VIVOTEK VCA plugin metadata

Smart map

Search

Joystick

Keyboard

Access control

Alarm Manager

Advanced

Language

Help
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9.FAQs
What are the differences for the search features?

The Smart Search Plugin, is designed for a single camera that monitors a specific area without
the witness of providing a specific time range, or virtual images of the events.

For example:
There was something missing from the warehouse last week, it should be someone taking it out

of the warehouse. We can use the smart search function with a specific time range and camera
+ detection area of the entrance by setting new VCA rules of Smart Motion +Human; Line
Crossing, Intrusion, or Loitering to dig out the suspects.

The Milestone XProtect Search + VIVOTEK Attribute Extraction (attribute metadata), is
basically for single or multiple cameras that are able to generate attribute metadata (which

follows the ONVIF analytics specifications) and filter the criteria in a specific area or multiple
scenes.

Where the witness indicates those details (or gives rough ideas) of the human with gender and/or
height and/or vehicle types, colors, etc factors, within a specific time range. These rough ideas
are used to filter with detected objects (humans/vehicles) and displayed with actual videos that
are recorded on the Milestone XProtect system.

The Deep Search plugin, is designed for single (with scene search + attribute) or multiple
cameras (with attribute) user scenarios that combine both advantages for previous smart search

and attribute search at the same time.

Scene search with attributes from a single camera or attributes with the best shot with key
attribute search by multiple cameras. With this new Deep Search for Milestone, users can get
more flexible and instant objects search of narrow down the key videos and then providing the
necessary video clips as evidence

What is the search period limitation on deep search?

The new Deep Search is an object-based design, where the setting of the end of the searching
period is less than the object ending time, and the searching result will be dropped for the latest
object.

For example, object 098 will be recorded and searchable and displayed on the search result of
XProtect Smart Client; but object 101 will be ignored due to its ending time being out of the search
period.
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Object 098, start: 2022/11/16 10:58.55; end
Object 099, start: 2022/11/16 11:02.58; end
Object 100, start: 2022/11/16 11:06.03; end
Object 101, start: 2022/11/16 11:59.01; end

P—
099

1: 2022/11/16 11:01.37
1: 2022/11/16 11:04.43
1: 2022/11/16 11:10.10
1: 2022/11/16 11:30.57

100
LU

© 2023 VIVOTEK INC. All Right Reserved

L 1
2022/11/16 ! '
L »Recording Time
10:00.00 Start 2022/11/16 2022/11/16
11:00.00 11:30.00

Search Start

Search Stop

Why the search result is not as expected?

The camera side object metadata will be cleaned up after camera restore to factory default. This
may also reflect to the Deep Search results on Milestone XProtect. Therefore, the search result
(of acquiring the object metadata from camera side) may missing before the camera started its
restore to factory default setting.

Besides of this, if the target camera is offline, the searching speed on the offlined camera may take
longer of acquiring the video streams from the server.

Why the object was not matched from the playback and

preview are?

The main reason for object not appearing together with the bounding box in the video is the time
delay between the object’'s metadata timeline and the time of the videos are received on the
Milestone XProtect Recording Server. To avoid this latency issue, please synchronize the
VIVOTEK cameras and the Milestone XProtect Recording Server with the same NTP server, and
enable automatic time synchronization from the camera browser settings.

Why the Deep Search Plugin is not functioning properly that
has no object searching results on the XProtect Smart client

after running for a period of time?

If object search results are not available for the camera after a certain period of time (despite

previously being able to retrieve object metadata from the same camera using the same firmware

and package version), ensure a stable network connection between the camera and the XProtect

Server.

® For example, if the camera is unresponding on the Milestone XProtect Recording Server, the
Deep Search Plugin will be unable to query any objects from the camera database.
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4> Milestone XProtect Management Client 2022 R3

File View Action Maintenance Tools Help

© 2023 VIVOTEK INC. All Right Reserved

H 9 o e
Site Mawigahon « 3 ¥ W Recording Server
= ¥ SIAVMS - (22.3c) Fiter
- BESI(_:S ) = ;@ Recording Servers
E Licenze Information = Q‘] SIAVMS
[ Site Information =3 VIVOTEK FD3391-EHTV-v2
=5 Remote Connect Services EE VIVOTEK FD3331-EHTV-v2
\+5 Axis One-click Camera Connection o VIVOTEK FD9391-EHTV-v2
= D Servers = () VIVOTEK IB365-EHTW-v2

® Solution: Please follow the steps below to re-establish the operation of the Camera VCA feature

Jii] /VOTEK B3365-EHTV-12
] Fallover Servers pp=\/O TEK IB3365-EHTV-v2

. - (2 VIVOTEK IB3367-EHT-v2[5-50]
A Mobile Servers =P VIVOTEK IB3367-EHT-v2[5-50)

= % Devices g YWIVOTEK IB3367-EHT-w2[5-50]
=B Cameras

;@ Recording Servers

and the connection with the Milestone XProtect Server.

(1)
)
3)
(4)
(5)
(6)

How

Please stop the camera VCA package (DeepLearning VCA/ Smart Tracking Advance, etc.)

from the camera web browser.
Reboot the selected camera from the camera browser.
Disable the camera from Milestone XProtect Recording Server.

After the camera reboot process, restart the camera VCA package from the camera web

browser.
Enable the camera from Milestone XProtect Recording Server.

Wait for 5-10 mins, and make sure there are objects passing through for object metadata

search.

to calculate the storage capacity needs for VIVOTEK

Cameras with Deep Search Object metadata?

Based on our internal evaluations, each object (human/vehicle) is estimated to generate

approximately 6,000B ~ 8,000B of data, which includes the best-shot image.

e For instance, in a highly active environment, such as a building entrance or a parking lot, the daily object

rates may achieve 86,400 objects.

e The data above is for reference only. Actual data size may vary depending on the complexity of the object

and its features.
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What is the maximum number of cameras that Milestone
XProtect supports when using the VIVOTEK Deep Search
Plugin?

The VIVOTEK Deep Search Plugin is subject to the same limitation as the Milestone XProtect Smart
Client, which allows a maximum of 100 cameras to use the plugin simultaneously.

28 cameras could not be added because the maximum of 100 cameras

has been reached.

How to manage the deep search metadata on Milestone
XProtect?

The Deep Search Plugin has followed the Retention time settings (4) of the Milestone XProtect
Recording Server. If the Storage configuration has a “7 days” setting of keeping recording data
(incl. video, metadata), the Deep Search DB will also keep the object metadata for 7 days only.

In addition to the recorded data, you must keep the camera enabled, so that you can find the
recorded data on XProtect Smart Client. If the device is not listed on the XProtect Recording Server,
please enable “Show disabled devices” (3), and enable (5) the camera that would be used for Deep
Search.

Site Navigation « 1 X |NProperties
S E‘;’:MS - (223a) Storage configuration
= asics

E License Information [] Stop the recarding server i a recording storage is unavailable

[H] Site Information

Name Device Usage Defautt

T s i o lcdedsa s T

[ 2xis One-click Camera Connection
= D Servers

5 Recording Servers |(]_) Storage and Recording Settings X

£ Failover Servers

] Mobile Servers . rF
= % Devices _i E lestone

@ Camerss milestone

& Microphones 3 ) Storage

e Speakers Recording and archiving configuration Name: |Lucal prm |

v Metadata

o Input ol Recording Recording

"/ Output e 1000 GE (163 KB used) Path |D \MediaDatabase |

D:\MediaDatabase
=3 %ent | Retention time 7k | Dayis) ~ I )
Smart \wiall 7

E View Groups ‘ Delete when recordings are 7 day(s) old Maximum size 10001= GB

£2 Smart Client Profiles ' Sigring: []

'q; Management Client Profiles

Matrix Encryption: | None >
= Bles and Events Password

=| Rules
Time Frofiles 3)
Notification Profiles = - = Help Cancel
EE User-defined Events = - @

¥ Analytics Events
Generic Events

(1] \niolgj Storage Is Failover & Multicast % Network
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@ Milestone XProtect Management Client 2022 R3

File Wiew Action Maintenance Tools Help

H9 oea
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Site Navigation + 1 X WRecording Server

= SIA-VMS - (22.33)
=+{} Basics

I:-JQ} Remote Connect Services

|;3. Aocis One-click Camera Connection
IZ-}-D Servers
-] Failover Servers

ﬂ Mobile Servers

%P Devices

-3 Cameras

-~ & Microphones

@ Speakers

- Metadats

oo Input

O Qutput

=-E3 Client

BB Smart Wwall

B3 View Groups

5_: Smart Client Profiles

E Management Client Profiles
-3l Matrix

Fitter

[] Show disabled devices {3)

= oA

|T'_.'1:|e here to fiter devices

|| Applyfiter

EI--Efﬂ Recording Servers

o
[t

(4)

SIA-VMS
VIVOTEK IB
VIO BE5.30

-4 IVOTEK |B3365-EHTY
=3 VIVOTEK IBS291-EHTV-v2
- VIVOTEK IB3391-EHT)
A \IVOTEK |B9391-EHT)

9365-EHTV-v 7 il
kK |ES36E LT

% @ 8

B

Collapse
Edit Hardware...

Change Hardware Password...
Update firmware...

Delete Hardware Del
Mowe Hardware...

Replace Hardware

Update Hardware

Rename Hardware (5) F2

'

Enabled ||

] [

Refresh F5
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